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(57) Terminal dote d'un programme d' application, d'au 
moins une sortie constitue soit par un affichage, soit par 
une imprimante, soit par un reseau de communication, 
soit par un objet portable et cooperant avec un objet 
portable dote d'un zone de memoire non-volatile (ZD) 
contenant des donnees et comportant un lecteur 
communi quant avec ledit objet portable, caracterise en 
ce que Pappareil comporte des moyens de lecture ou de 
stockage, dans sa memoire, de donnees (Ti, Dj, Sk) 
d'autodiagnostic ou de supervision et un moyen 
demission desdites donnees vers des sorties (1-4) 
specifiers en fonction d' informations foumies par les 
donnees d'autodiagnostic ou de supervision suite a 
P execution d'au moins une tache Tt de son programme 
d'application en relation avec Pobjet portable. 



(57) The invention concerns a terminal equipped with an 
application programme, with at least one output 
consisting of either a display or a printer, or a 
communication network, or a portable object and co- 
operating with a portable object equipped with a non- 
volatile memory zone (ZD) containing data and 
comprising a reader communicating with said portable 
object. The invention is characterised in that the 
apparatus comprises means for reading or storing in its 
memory self-diagnostic or supervisory data (Ti, Dj, Sk) 
and means for transmitting said data to specific outputs 
(1-4) on the basis of information supplied by the self- 
diagnostic or supervisory data following the execution of 
at least one task (Tt) of its application programme 
relative to the portable object. 
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ABSTRACT 



Inventor: Ronan lspib 



Tomlaai ©quipped with an application „ T „ , 

one output conetitut^ oither bTfdt^ ^T' ^ 1 — ' 

sandiag aald data to OB ^ BtB < " "* Sk) "* Esans for 

^ . ^ u li-a) specified as a function 

information supplied! by the self ^cmo^- or 

plication pro^ i* ^ ^ ^ll^. 
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7 



E33 



- «»« OBJBCT OS&D IB a ^X^^Tr^ 

tlwa portable object. non-volatil® caecory of 

software corresponding to their utilization 
Payment terminals are equipped «ith f 

ia a ban*!** institution^ ^1^0^ Cit6d ' 
*be manufacturer of tfce ter^inal/L^^ 9*n«rall y not 

manufacture of the nar^arTpart tlfT °* toe 

i-WU. tne specific F^aT^Tin^ T^' ~ * 
t^r^iaal for ita « aSSLtlo! * ^ *° Con£1 9«"» its 

iaai^nsive,, product and adapting iTae^ thsrefo "< 
manufacturer offers a naelTSdet ^ ^! *° ^ Th ° 
Plurality of ^plication*, To^T & 

Wltution riming a given ap*ul« Barket - 
« plurality of card ,o J^^ITL 

to develop application software for ^ o tt ! ? dQsil ^ 
*aa l«d manufacture™ to 2 ^* ^rMnale. This 

ensure* the interface bot^X\a^ *!f *™ ^ ^ 
-o*t«. ^io ^ -* «» ^cation 

. to be adapted tol™^^^ 
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'9 



Ito eg^ilca^i^ 1^ a mil-fa^ fcJ . 

institution a library o£ priml!/^ W ° iIaUe *° th ® «>P«r a< :ing 
"ill call. ^ Prt-ltl^,. that tne 

la all caaso, it be ^..u, 

terminal ^ i4s en £ to or to test the 

terni^ oust t*. into accoll ^ ° " testAn * °* 
basic «oft^ Md ^ ^H^tioT! th. hardware wit h it8 

Possible to verify eaca ^vIcTo"* * 8el ^ e ^ . it 

confuted by . routlaa Clal^ r 1 " 1 '" U 18 "—Uf 

laboratory, it ie ~ ^ *- i» th. 

Prop^iy veri£y tfea opar of -PPlication to 

laboratory, object of tb* £ S^JT T ^^^le in tfc 7 
or teot, co^? ^ ^tion i 8 to * aUdate 
application software. co ^i onS/ the operation of 
®o this sad, tb® 

»it* ^ «pplicatIoT»J^! relates to a terminal 

„. •*S»xacation program, wita fc . ^ et Jaipped 

^ ^ 6 <5i8E,a ^' - ^ e p Jl^ 1°" OUtpBt instituted 
a ff° rk ' ° r ^ a ^rtWobje^^ °* * * —Nation 
object a ffioa _ v ^!!: i ^ d «*^atin g „itb a po«ffci. 

ob***, charector^ i a *w I^T 11 ?'*" 

reading OJr ^ • ^ co^ riaes ^ 

aad sseane for aan^ tnesH^ ™°*™>**c or aupervisory data 
aujparvisory data £011^7^^ -^-^ay^^ or 

it. ^icatio. least oa ° ^ - 

^«aAa«r to a^otnor clM»!r!rtlf Portable object. 

th ° «»«l-»«tlc data ar^S^ C ' ^ ^ fer °-^g 
to £m ^ s cbar^^ lc a °* tij 8 . 

1C ' 4110 EQQ ao for adding 



i 
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^ooo^^ or e^rvisory data ceoprioo ooano for 
«l«Jjg the portable objoct connoctod to * d Q *^ ' 

According to another characteristic, tba 8e iM amnnH „ 

initio* corros^nding, £o r a first p i(8ce of infernal™ * 

P iec o £ initio* to a data t yps Z 
azKJtoba Present to a* output, ^ for 

T^T — ^ — - — ~ £ 

for testing for ^ Q oreeanco o£ Buoar J a 

s^: £ dsta 10 • specific «. .„ of *^z^ 0 rz 

According to another characteristic - , , 

AaotSiwar object of tha invention 
of a tarninal. *° r tha ealf-diagnoats 

Thla object i8 achieved due to tho fact that tho SQ 1£- 
diagnoatic or .up«vi*«y process, £raa ^ loast oaQ ' 
AniEorEation corresponding, for a * ~ *ripl«t of 

J««a. object or by . tar.inai, £ox ths ^ ^ * 

i*toation to a data type correlated to tto « and to 

be panted to an output, and for the third pioc«T^ 

*° a ^ «- output ^ ^r^::™: ois 

terminal, rtweurtad ia that it i s co^r^o^ 

- tooting an indicator aithor in tho tominal or In 
IPO.tabio otoioct to dotcraino ^otS.or a oo^^noctL or 
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■wporviooky function iQ 

1. a *ri plffl t °* ****uJ~Z 

^ by tk. tcmiaal or 

tto vulu!^!! 0 ^ 3 ° UtPUt SPGCi2A ^ by t&a trteW „. 

i »~,. a * un c orrolQted to «... ' triplet thus read 

According to aaot^r ehJL£? °* 10 

^5 for all of ths JiSS^Vf 8 eSeaHtio » of taate 

triples ^ a aaa-^L Jl! ^ ^ * 8tep 2or sto ^ 
follow ^ a 8fcaj? ffor J^J? «7 are, of ^ ter^/* 

according, to ano*^ «a»r M t Mi - fe4( . ^ 
^alnin* 1» th. portable o^TfJ 0 ^ ^ °* 

Another object of th*. * ba w**tt«n (Val). 

^^tlag by ooaoQ of an 
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2 



9 
10 
II 
12 
13 



28 
2© 
30 
31 
32 
33 
3<3 
33 



5 

oparatiBg oyotso atorad la th® card aad cons>rioi aa n ^ 
predetermined or®a of this ^iln ia ^r^ tioa ia a 

store the operating systen. ^ ^ ^ *° 

According to anothor characteristic, the part of non- 
volatile nvzory ^ to 8tora ^ ^ 

comprises, in a BeBtory fiald a iLoL„!? 
According to another characteristic *w 

supervisory function. agnostlc or 

Other characteristic and advantages of th« „™„ ^ , 

: i " — —»» «™ »i«r^ ^L™hf v *°"™' 

following daacHn4.4 nn ~s„~- * ^ OI tne 
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~ * *»w-««<t wiToa ta© reading of the 

I* f 11 "^ *-cription given in raferenca to ^ £££ 
J.7 drawings, in which: «w»enaea 
18 
3.9 
20 
21 

22 Fig 

23 
24 

H 3 BbmfB «"» various <***pa in the eaacution of tfa. 

2S initialing the teroinal and eaecuSna L 

diagnostic function; executing the self- 



Fig. l is an explanatory table of the triplets constituted 
by elementary tasks, data types Mi output types tLTZTT 
associated .ith the execution of each of theTJ^f T 
application program; 

Fig. 2 is a diagram of the non-volatile nacory areas Ma(i « 
a portable testing object necessary to th. J^uJL^ " la 

24 procoao o£ th© invention* ^^tatxon of the 

25 fflg. 3 shows ti 

26 programs ' 2or initial 

27 diagnostic function 
Fig 4 sho^s schematic vie* o£ the areas for storing - 

i^tion in the non-volatile o^ory of a so-called g^Lral- 
purpose portable object; general- 

Fig. 5 shc^s the various steps in the execution of a .m^n 
^ initialing the terainai a** luting tho tZ^l^ZZ 
Action in thi. ter.inal *itb a co-ca!!^^-^™ 
One «ay to inplanent the initio* is ccq^, ^ ^ 
^iant, o* using a Mcroproco Qeo r card oporSng by'^ o ^ 
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6 

Aa application software in a ° 

for a banfcing appli^ n /! ■« P « 

*> ° £ the card ^^^1 ^ M (T1 ' 

Aufc'jeatication (y 2 > o- th«, ^ authorized, 

of th. ^actlln i^'the t ^r r ; <* 3 > °* «- data 

the ^crocircuifo^ ^ ca^T^ ° f 411688 in *> 

in **e terminal J £ S ^ W) °< "» Action 

Xn addition, and always during a transaction th« 
application Bof^ara manipulate* data; tZ^^'c^L ^ 
temporarily, lifc Q fcae CcdQ created to th« Z 

•tod in th. nmaory of the tZT f * <CP) ' Which is 

— <*P>, .hichTa f totL TtTcard ^ ST* * 

«»« transaction (Mt) or th Q i^J^Z !T ^ th<B o£ 

- 6t0 rad in the tL^StT^ «*>> *hich 
«ach mlmmm^ar, ^j,, ea . *** Dur ^ the oascution of 

*■ applic^ion^S^TL J^^T ^ f — of 
trana.ction at th. ti^ oH^l ! **** °* 

conditions. This function eJ\! ^! ' —9« 

soft.ar* or hy ^L^ntf^T ^ * ^ 

t^TJLrj^r-i r =u™- 

o£ such a wrid. ,„ ot<Jai . to to JT „ F1 «- 1 •=-»!. 
MGOOlMlq a datun DJ oia, a to* S1 . ^ ^f.^!! " 
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11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
23 
29 
30 
31 
32 
33 
34 
35 



5 o«aaj> la » a . »' irinte r when sic La at * .« r • aaa P*« 

* - v -t : - - - 

1 »), Mien om».— no th»t .i. ° ««om«i>c. 

each c«sa. ascription of an eabodWt , « 

""ttthorIzM Mlm . r 9 *|"» «~ * cars otTaT^ , , **~° t 6 

<* tto caw. ""^^tlo data l«r«„ «• 

t^a non^ volatile storage of ^ , 

of the card ZT^ ^ ZS Whlch <*»"aC ST ^ 
other type 0 o£ tha °^er usable areaT^.?^ 

« firat area r«J 3 ' 8k > stored l- *" ^ 

^ triple £T D f \° ° £ « — *V •Uo W8 ^ 1 *r CC - 0 ^. 

x ' * « second area r 22 i» of ^ 

allow, the storage 
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of tho oocoHid triple* w. m, 2, a third area ( 222 > allow the 
otoroge o£ tho third triplet «, D3 , a, „ fourfeh asr@a (223) 
allows, tho Gtorag© of the fourth triplot d*, D3, 3; a fifth area 
(224) allowo the storage of tho triplet T<5, D4, 1; Tl, T2, T3, 
T«, Dl, D2, D3, D4 roopactivoly representing the information in 

1. It is obvious that tho portable object can comprise aoro 
or fewor triplets depending on the typo of supervision or self- 
diagnosis that it is dooirablo to parfora on the tasks routed 
by tho application progras. Tho area aD io labelled by its start 
addreso °AOD_SD° and its and address tho two address 

values are stored in tho part (230, 231) of tho programmable 
aeisory allocated to tho operating system. 

She nora-rolatilo programmable eeaory is of the BPROM 
ESPBD33, FeRMl, SSfflJ or FLaSK typo. Fig. 2 describe* the 
organisation of this nasory using the information cited in Fig 
1. advantageously, the datun Dj is tho physical address of the 
datun to bo verified in the sorting eoEory of tho terainal. 

Oac© prograsssd, the tost card ic inserted into the terainal 
in which the self-diagnostic function oust be run. Pig. 3 is a 
flow chart Illustrating the chronology of t&e events of the 
progras, constituted by a wait and test sequenced, 2, 3), the 
test triggering, as a function of the result, either a' sequence 
for loading tho teminai with the self-diagnostic data (4 through 
7, gig. 3), or a sequence for esecuting the self-diagnostic 
program (8 through IS, Fig. 3 ), «hich is incorporated either into 
the basic software of tne terminal or into tne application 
software, step l is the initialisation of the terainal after it 
is powered up, and step 2 is the phase for waiting for an order 
or an insertion of a card, in step 3, the terainal tests whether 
the card inserted into the reader is a general-purpose card, and 
in stop 4 whether the card is a test card, in the latter case, 
tne terminal executes in step 5 a procedure for authenticating 
tno card by issans of a reference code or by means of a standard 
cAallooge-rospoiiso authentication ochooa osiag an algorithm and a 
secret bey (KD). 



* ---- w ^ ~ . 

■ ^ — - 



6 



I 9 

[ 10 

f aa 

j 22 
J 13 
14 
15 
16 
17 
18 
19 
20 



cental ia , ho ^lici:/^ 8 th ° 

ABP-S®. triplet® (W , 0j , s & ? 2 ^ tW ° ^ iatG - &DD_2D 

*a® tominal called STO. ©aco tha 1 °* tha BaEor y of 

tho area SSD, the toraiaal woorL 7! *f ipUt ^ ^ stored in 
^i^oetic indicator -a* ^T^L ? ' 8atS a "»"" 

t&o active etata. 2tt3a ^ t^ZT^Z^ °' th ° tomia ^ 

A n <^. card !« i^. ifc a „f ^ ±a 2. 

s*x>*o. the application software In «Z ^ f Qmina1 ' ^ 
into el^^ taaka ^ ^ Q ciT ^ ' 1 18 br ° kea d °- 

lulled by tho co ^ ^ °* ^f* task ' «Mch can ba 

^ tto locator Z'^ lJZl t^Lr^' * '< 

21 active, the program o 2 tho , arainal , 

22 aroa 8SS> of ^ *~' , ° ta P 10 » searches the 

23 »*< ^ «nicfc ^ J ^iT. *~ «»t triplet 

" tnvt 5 S& ' At 18 Process ^ in tto ifollo«ing 



28 
29 



30 to the network. Io tMe caso a bl l T ^ ° 3 QUSt ^ s ^ 
32 dat TO to b. ^ ^ ^ «• 1^1 Dj o£ tQe 

a£tor amto. ^ an aroa STl. ^ ^ Btored 



34 
35 
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27 
28 

I 30 
; 31 
I 32 
\ 33 
! 34 
f 35 



of the transaction or whan th*ra \m A - 

------ :r^r.r:L™ f - 

If Sk is equal to -2- (step 13), the datum 01 oust be 
to the pri.fr o£ the terminal for printing, m tiil clT a 
"-saga i. create in the software buffer If the prin eTu ia 
ceased of a text (ASCII code, indicating the nature of the 
dat»», tor example °AMO0HT, " followed by the decimal or 



1 

2 
3 
4 
S 
6 
7 
8 
9 

" r=£:^r~- — 

14 
15 
16 
17 
18 
19 
20 
21 
22 
23 

24 terminal 

25 
26 



J " eqUal *° " 3 " (8tep 14 >' tha datua Must be sent to 
the di.3pl.ay unit of the terminal for display In Hi, 

-essage ia created in the buffer of thet^av J^t 7~' I 
a text (ASCXX eode> indicating the ^rTllZ^L Z °* 
exa^le -^oar,- followed by the decimal or heJec^al ^alue of 
the datu* Dj . xfce ^.essages corresponding to each ele^ I« D f 
-3-) are successively displayed for a certain tine set VZ'e 
prograa. It i« possible to gather all of the 
the* at tho end of ^J^ oa T^ e TolTZZ'^ 

Once the datum Dj has been processed Ha ~ 
Tt. If yes, the progress loops back to sten n 

below, if there are no other tasks to be executed th« „ 
loopa bock to etap 3, to .^t tor . ^ZZ t' TjT"' 
insertion of a card. 
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14 
IS 
16 
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18 
19 
20 
21 
22 
23 
24 
25 
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28 
29 
30 
31 
32 
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35 



It is possible to associate a counter i„ui.i« ^ . 
certain nu»ber wlth * ho indicator x ^ ^tne f ! " " 
the self-d iagn ostic function ie only acTitL!^ ' B ° ^ 

in this case, this nu^^sU^'in 1 ^ ™~ Zl> ' 

after the insertion of the t fl « ^ T** " ^ 
is decremented (step 17, It 21 IZ J? ? ^ 
diagnostic funcLn^ P«£*1£ ^ ™ 0 ° !* * ^ 
•0,. the indicator Ind dt is set to ^ U reaches 

XB, and the content * p^ET ^ 

indefinitely a Z ins^of tne fT^ "** *** " 

indicate, ind_DT to the inactive ^ ^ the 

to J^y^aL^r 141 ^ «* a test card and 

wiuy general-purpose cards, on condition 

the special self-diagnostic funct one. For^this TlTV^ 
programmable aenory of the reason, the 

which is labelled by ita °' *° area 20 

iT - a start address "add zno _„ ^ . ^_ 
address -ADF-ZD" (see Fl„ m v ~ and ita end 

*u (see Fig. 4). The programmable meznorv „«> *k 
9oneral-purpose card also contains iTL syste^f I 
location (232), an indicator -ind D- vhin* < lT ' * 
not the self-diegnostic functions ec^ve ^Tj^'T " 
the uart ZS in locations (230, 231, 232) of 

sv«^r\T !l ! Pr0graamable — allocated to the operatic 
«vsf». The t*o address values are determined and written^ 
the area ZD daring the customization of the cJT ^ 
oi^Oe to implement but has the drawbac* Tt l^Z"^ * 
reservation of a sizeable location in all cardTSa* _ 
for the self -diagnosis, that can bo used 

Advantageously, the location in the area a, can be allocated 



1 

2 
3 
4 
5 
6 
7 
8 
9 

10 

XI 

12 

13 

14 

15 

16 
17 
18 
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number of tripiet 8 (T i, li IZTol t \ " *° ^ " rd 

reserved for ZD . The oLrltila Z \ °* ° Ctets *» b « 

^ progra^e «>« car. then searches 

size. If the neaory doeHof \ f 0031:10,1 ° f 
operating sy.te, ^ Ter™ ^ ^ ^ - 
Procedure for entering th! T^ZZ^***^*** ^ 
case where there is sufficient spacHhT ^ ^ ° PP ° sit « 

start address -add zn. _ ' ° P6ratin 9 eysten 

stores 

thus releasing this memory space 6 °^ ^ & a rea 2D, 

The same ia true for the test card * 
Provided in order to prevent a defra^r trlTT^ 
general-purpose card to en^ - s *i f 2T he3M9 to ™* a 

of the challenge-response type with^nT* 10 ^ * ^chanism 
code makes it possible f algorithm and a secret 

» the writing J^X^rSTf^ ™ r - ~« 
20 triplets in 2D. ° ^ ^l*") of the 

4; this value indicates that thfvaL T* !T~ * Value 
verified has been written into datU * D J to 

« field located at an JS^L^T*" ^ ^ C *"' * 

26 the triplet <Ti. di_ __7\". 18 •^•f* «t the 

end of 

- aise of this fleld^rre^rto^ro^relr 9 ^ ~ 

28 the operator Bust therefore sped*, t0 ^ ^ten; 

29 in this fourth field, «d7ti^2LTT ° £ 

30 the write address (Adr-v, then ^ ialtiaU r constituted by 

31 "Val,- as seen below. Je'fSth ! ^ ^ ° UtPUt ^ tha v ^ 

32 structure, when all of the triPil? « ° f 4 ha * «*• 

33 335) have been entered into ^ 2. Si'" 0 ^ 
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23 
24 
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9 
10 

i* 

12 

13 
14 
15 
10 
17 
18 
1S> 
20 
21 
22 
23 
24 " 
25 
26 
27 
2® 
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33 



5 coafciauoo whom, «... ^Kioo o£ a 

ttbfifc „ ^ <tte letter can ^ marol '9^V»oo . ca«a 

*»- «* ^JT^ ***** "tatter^ 

™** * WKwtar ValBo ^ ' *• heater caa ^ ^ 

»^ liCettea — °L^ Gntity ~~ ^ to 
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Into ©i<acsuat&ry tasko uUcSs can bo tooted Individually, at th© 
and of tho elocution of ©ach task, uhich can bo labelled by a 
mubbar 'Set {©top <S) for osaoplo tho baoic eoftwaro rQSsunso control 
and ttastts ^hethsr th© diagnootic IiEsfllcator insido tho tominal is 
activ© {stop 7). If It io activo, in ©top 6 tho progran ©©arenas 
to bqo if thoro Io an ©locsnt (<?i, nj, Sk) stored in thQ area ZTD 
that has a fi@Id valu© Ti ©qua! to that of Tt* If y©©, thar© is a 
datun (labelled Oj) to bo verified ao a result of th® task that 
has just baon ©socutcd; tho waluo of this datun is thon 
tesiporairiLly stored In th© mssory of the tensinalo as a function 
of tho valmo of Sic, it io procosoeifl in tho following way (stop 
9)S 

If Sk is ©gual to {step a©), tho datun cj must b© sent 
by tho tonniiaal to tho motrcrorho A block of thr©e data I© than 
constituted toy tho valuo of th© field Tt, th© label Dj of the 
datuia to b© analysed and tho valias °Val° of thio datua estractad 
frosa th© E*aE2ory of tho torsoinal. Shooo block© ar© stored one 
aftor aiE©th©r I© an ar©a of the r^ory of th© t©roinal called 
0 SDSo a content of this aroa io coat to tho n©tra>rk at tho and 
of tho transaction or vfhon tharo io a ro^uoot f rosa tho network 
for th© ©olf-diagnootie data. One© all of tho data hao b©oa 
transmitted, tho aroa ZDU Is. cleared bo that It can bo reused 
t^hon a th©r©_i£3 a ncsj Inoortion of a cardo 

If ©k Io equal to a 2„° tho datua oust b© ©ant to tho printar 
of tho terminal, and tho pro^ran continuoo with ©top 11. During 
this otc$> 2.1 a csoaa^o Io created In tho buf for of tho printer, 
coogaoood of a tost (&SCXZ ccdoj l&dlcatlng tho nature of the 
datua, for ©sse^Io °&ecO!BOT, a followed by tho docla&l or 
hosadoclnial valuo of tho dataea DJ, and tho cssaoesg© ©ndas with a 
©©paratosr aad a °cami&SS ©S^OSOT ° SKIF LIESoO Advantageously, It 
la pooolbl© to «gathor all of tho Eoooagoo and print than at tho 
©ad of tho tronoactloEu 

If 8k Io c^aaal t® °3^ a tho totun ©:.3t bo cont to tho dlopley 
9aizalt ©f tho tornlmai, aaad tho iprc^roo contlaaaoo ^?ith ©top 12 0 
P^arlsyg fchio otcg> a2 f a coooaigo Io csoatcd iaa tho biaffor of tho 
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■--zx diesplay milt, conpossed of a test (&scxx ccdo) indicating the 
.-r^a mafcuro of tho datuo, for esanpl© °aeboot, d followed bv the 

ZT3 - " - 



3.0 



=2.3 



decinal or besadecisal value of tho datun oj. Tho oaasagaa 
•4 corresponding to each eienent (Tt, Dj, 03°) ore cmccaoeively 
■s dlopleyed for a certain fcina set by the self-diagnostic software. 
C I^vamtegoouoXy, it io posoible tc gather all of tho nessages and 
7 display than at the end of the transaction? the scrolling of the 
® cassagoo can be controlled by pressing a key on the keyboard of 
9 the teraimal. 

12 Sk is equal to ° the datun must bs stored in the card, 
and the progran continues with stop 13. During this step 13, a 
fourth field is reserved for this purpose in an, the address 
a&dr-v° of this fourth field and the nuober pf octets °Hb v° in 
this field having boon etored in tho area 8TO during the loading 
of the self-diagnostic data into the terminal. The terminal then 
sends the card a writ® coissamd with the following paraseterss 
Write address: fidr-v 
— -1® Gusher of octets to be writtons Bb-v 

■r=ra.9 Value to bo written s °val Q of tho datum »j. • 

<Ehe writo operation in tho area 2D is only authorized by the 
—2a operating oyoten of the card when tho fourth fiold of a triplet 
— J32 off tho Skr4 typo corxespoada to the Ti. in th© case where tho 
--^23 fcriplet 2i of tho car* io not of tho 8&«a typo, tho writ© 
-rr24 operation io denied. £>m osocution report io oyotonatically 
.-35 rotunaed to tho torniaal after each orito eanmm&s if tho latter 
:2<s haana/t bean tsneeocofiil, tho tesaainal \»asns tho moor raith a 
27 jsasos^a. she utilisation of tho ctorod data is explained below, a. 
:28 varisisat is cosprioed of temporarily storing all tho values cf tho 
39 <Satm »J of the 8&=»4 type and of ' oxsseuting tho ccEraands for' 

30 tTritisag tho values at the end of tho transaction. 

31 C* 3 " 2 ® 11:00 datua Dj has boon processed, in otop 14, tho 

32 ©rogrsa vorif ioa Mother thero aro othor triplet® in the area ZTD 

33 Sag tMeSi Sfc^i. if yoo, the. prograa leopa Bfeck to stop 9 OEd 

34 proceoooo a mew triplet „ ffor oaeh oioEontory tools, tho search for 

35 ferAp&ofco io. porfoEcod £3? ocamada© fcteo oiatiEo oroa 8SS 0 X2 thoro 
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IS 

aro no E0ird telploto <Ti*?£, Oj, .Bk) to be processed t*. ^ 
I?mcGGdG to etoia us e™^* « . processed, tfc© program 

22 than* arc H ottoer to bo «c«tad f ^ p^JT!!^ 0 

b*e* *o ^ a to .ait fo , a a c Portion 0 * a 

Im the caoo whora a s^nazral-rowimoQo card im „„^ * . 

-U. to bo executed oaly oaeo. r a ^cctt. orator my Intel 
tte data oust act i eavQ ^ teraiaalo BDwo^r/uil^T^ 

o* tho card ^ ^ ^ i^eator IM D ^ ^ Z^T^T" 
^ security r^aoo**, it ^ J? *T ^ iVQ 

8fc=l, 2 and 3 trass ^ jB4fl4 ^ ^ fcri P lot » Of the 

' J eypss. Tha indicator InsS-D is inactive aad *h» 

^o^-pv^ ^ e t Qmiml auttor Lod 

*ead, tho total « ^ ^ ^1 !f toiE,lQtS haVS 

^ica^. location CSa . ^ used ^ the 

. ^La ^o^o GW o o2 opo^tioa o 2 tfeo eo i 2 -di asnosfeic 

^^^^ *ko tMrd fiiold * f iTo^ • 
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1 triple corresponding to.t.Atob. recorded, at the value 

2 (Sk-4) . The person returns to the merchant where the «° 

3 be tested is located, executes a transaction and returns to his 

4 branch, which analy.ee the information etored in ZD, or has it 

s analysed reaotely. 

One-«hot operation ie also advantageous for verifying the 



6 

7 

8 

9 
10 
11 
12 
13 
14 

15 



operation of a terminal suspected of fraud. X banking institution 
discovers that transactions in a terminal have been credited 
without there having been any request to debit client accounts. 
The banking institution sends inspectors provided with general- 
purpose cards with the self-diagnostic function. Upon their 
return, the data loaded into the card are analyzed. 

Another example: a banking institution may find it 
advantageous to quickly learn the ti^a and the place where the 
card is used for the first tine. For this reason, before the card 
16 is delivered to its bearer, it contains two triplets of the Sk-1 
type, in which each third field 3k is at the value «l.« In the 



ia area ZD, with the datum Dj corresponding to the date of the 

\ 9 transaction and tbo datum DJ corresponding to the identity of the 

20 terminal. During the first transaction, the t»o blocks (Ti, Dj. 

L -date-) and (Ti, DJ-. -terminal ID-) will be sent to the network 

22 immediately. 
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1* A tominal ©qulpgxsd with „ ,i 
«t loa«t output co^I^J 1 ^^ 110 ^ P™gr«, ttith 

and co^rioing a portable objact read!!' * * 
^ory ^rea ( ZD) conteini™ data J!*^**^ a »on-voi atilQ 

diagnose or supervise dafca m lts ™**>*Y. 

data to outputs fl-4) specifiL J ™* for 8 ^ing 

as*cutio tt of at least oaa teste Tt J T. **** follwi ^ the 

conaoctioa *ith the jportable object! ^P 1106 "* 0 * Prograo in 

2- The tenaiaal accordina to ,0 « 
^ csans for Ming tb(S l?! *' c ^cteri Z ed in 

a ^ fflUBW o£ <ticas g **• s ^^agno S tic data are acti^tad 

4 co^ocw to tha tarsal ^ PWUI ** 

.4. Sfeo tormina! accordina to 
that tbp tDclg-diagnostic or ouJLj? *' ch "«**«riw>d im 

loaet cikq triply d^rE^Ti - *' *» * 

fcfc® education program, 2osr ^ Z 2 f predote ^iaed taefe of 
*o a data typo corr^^ £ ^ ° f 

« ~l.o (Sfc, £or opce**^ the 2 ° 2 *^ to 
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tfeat it has a Heans for t 

o^saostic or suparv^^^'- «. presence of self- 
initiation of the r Mdi ^ ^ "Portable object and f or 

"P-cific area ZTD of the »^o * * °* ^ *» • 

""■ory of the terminal. 

6 * The terminal • C e„ r( n. 

«r — . po^:^.""-*^"* or 

-wonaacion to a data type con-«n««. - second piece of 
£ Presented to en outp^ * f — « to 

Rvalue for specify t^J^^l****- *~» °* ^oraation 

t ° raiae1 ' «*racteri s *d i» that T a ' ^ Pre8 *»' the 

- renting (9 , a ^ 18 prised of: 
fcQraW; ° f th ° ^Plication program in the 

- testing (9) £q Jjwii +. 

Portable object to dete^^^f** U ^ ****** 1b the 
supervisory function * 88l *-<"»9»oetic or 

Positive response; °**«t*onal, then in the case of « 

- eoarching (9) in 
or the textonal to see if aJ^LIriT" *** P ° rt «*- 
«tore< there is a triple* whereas * ^ ° £ **»"U«i 
-""-Ponds to the predate^ ^ °< ^raation 

21 ^ 6dt ** °*° cu tod by the terainal or 

22 the val^ n fi a ?K t0 J th " ° U * Pllt 8 P«*A*i«d by the 

23 v-LT, tho ^tua correlated to ^ iplQl: road 
labelled by the second piece Tt JZ^ * ^ — to be 

x i^onsation of the triplet. 

2 -^^^^--sss:-: : 
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5 
6 
7 
8 
9 
10 
IX 
12 
13 
14 

15 
16 

17 

13 
19 
20 
21 
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3 
4 



6 



4 



6 



9 
10 
11 
12 



there are otter tasks to be executed, and following the execution 

IIJ**** ° £ — " *>* all the triplets of inforTSon 

corresponding to the execution of this task. 

it coLri^ P !T e8 ; aCCW,ia * to clai » characterized in that 

Ll? T/, P fr ° a * ** rt - M « storing in 

its non-volatile oeaory a plurality of triplets and a step w 

for storing these triplets in a non-volatile ■eaory area * 1 
terminal, followed by a step < 7 > for actlvatlno J^JL^ 
an active self-diagnostic or supervisory function. 

it JIh ^ TT aCCOrdin9 t0 claiH 7 ' characterized in that 
""T 18 : • CS. 4, for determining Aether the 

portable object is a card specific to the self-diagnostic or 
aupervisory function or a so-called general-purposed. 

the '?;_f e Pr °! e8S aCCOrdlaC t0 clal » 7, characterized in that 
the self-diagnostic or supervisory data are constituted bv a 

Jrrj 13 " ° f **— staining in the portab^ee* 

jStt * llY ,Jl* ^ ^ «*-rof octets ^he 

written (Hb-V), and after the self-diagaoais ooawtlon , 
to be written (Val). ^ operation, the value 

_ . f f 5 ^ 10 ^J*** th*t can be used with a terminal 

° qU ^f Sd with « -PPlication program, with at least onHutput 
confuted either by a display, or by a printer, or b 7 
co^unlcations network, or by a portable object, aeans for 
c^i^r^ 9 ' * -^^atic or s^rvisory 

llZTJtt " a fU " Cti<m 0t iQf0raa ^ ^lied by thTself! 
diagnostic or supervisory data following the c^cutlon of at 
laast one task *t of its application program in connection with 
the portable object, characterized in that it co-prises V 

etorH^T" T !T retil19 bya ° eM02aa <^«ting ey^ 
stored in tho card and coaprisiug a non-volatile aeaory 
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contaialno at I...* 

t: 0 ti f ir * addres - "°i*> io ■ e * ory ' nation 

"-ore the operating systea. in the P«rt U8ed to 
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V»tu* ,f 
D1 

Valour du 
codeportour 



1/4 
Id*,*;*, 

02 
ktenfiti du 
portsur 



V*' 1 ** of Date of 



03 

Vtaleur de la 
transaction 




04 

Date da ia 

transaction 
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Attentad* une carte ou 
commando au Terminal 
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( Aflumage du Terminal ) 

U,-4T.i;»»«A a< 4K» Tergal 



Initialisation du Terminal 
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